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[ear Dr Hutten

Re: Confidentiality and Disclosure of Information:
General Medical Services (GMS), Personal Medical Services (PMS) and
Alternative Provider Medical Services (APMS) Code of Practice 2005

Further to my earlier letter of 19 July 2005, . I am sorry for the delay, but T am pleased
to offur Llie following comunencs that you may wish to share with your members.

The utilisation and disclosure of information held by practices ia becoming incrcasingly
complex, and there is a degree of inconsistency cmerging.

Practices need to be aware Lhat in addition (o any legal requirements, the doctors need
to act in aceordance with the ethical guidance laid out by the GMC in its booklet,
“Clonfidentiality: I'rotecting and Providing Inlormation” {April 2004). This can be
accessed through the GMC Website at www gme-uk.org in the “Bthical Guidance”
scetion, however I enclose the paragraphs mentioned specifieally. 1t is important that
practives (contractors) aet in such a way as 1o allow doctors 1o met the standards set by

the GMC.

Mr Ward has focussed his reply on the issues that are within hia field of competence,
and avoided comment on arcas outaide of this.

Paragraph 1 of the GMC guidance lays out some general principles, This stutes that
where doctors are asked to provide information about patients they must:

» inform patients about the disclosure, or cheek thai they have already recewved
information about it;

« aponymise data where unidentifiable data will serve the purpose;
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» be satisfied that patients know about disclosures necessary to provide their care, or
for local clinical audit of that care, that they can object to these disclosures but have
nol done an;

+ gzek patients’ express consent to disclosure of information, where identifiable data is
needed for any purpose other than the provision of eare or for clinical audit - save in
the exceptional circumsiances deseribed in the GMC's booklet;

s keep disclosures to the minimum necessary; and

*  keep up to date with and abaerve the requirements of atatute and common law,
including data protection legislation.

The process of anonymising

Praclices are encouraged to usc anonymised data where this will serve a purpose.

Where practices wish to generate anonymised or aggregated daia for any purposes,
it has been argued thut this counts as processing as far as the DPA is eoncerned.
Where sensitive personal data was to be anonymised, the practice might therefore be
expected o consider obtaining the patient’s expressed consgent to do s0. However, Simon
Brown Ld judged that if the disclosure of anonymised data was not a breach of
confidentiality, then the process of anonymising could not be gither. It therefore scems
excessive to obtain consent to anonymise information, as lony as priactices had informoed
patients of this as parl of their “fair processing information”.

Consequently, il the practice wish to generate anonymised / aggregated information for
use other than for the provision of health care to an individual patient, it seems Lhat to
inereasingly the expectation will be for practices to have informed patients of this
possibility, and given them an opportunity to object. It scems practices would wish to
ensure that they have taken all reazonable steps Lo inform patients such as through the
use of notices/posters, video sereenings, the practice information leaflet and at the time
of regnstration. The wording of these would need to be sufficiently broad to cover all the
circumstances envisaged.

Once the information is available in anonymised form it can be used for other purposes
without additional consent.

Reguests from PCTs for information

Where a PCT requests information from a praclice, paragraph 11 of the Code of Practice
SHVE:

“They should explain Lo practices the precise purpose for which this is
required and who will goin aecess. Cenerally patients whe present for care
ure assumed to consent ta the required informaiion sharing betiveen,
clinicians for the purpases of their individuat fiealth core needs, and those
tri the NIIS to whom they are accounteble, Ensuring thot patients
understond how such information may be shared underpins this
assumption and is therefore extremely important. Where appropriate
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elinical and non-clinical staff may need fo discuss consend issues with
patients and check patient understanding™

The GMC's guidance is reinforced in paragraph 13 of the Cede which includes:

“13  The standard and constratnts that apply fo the holding, using and
sharing of  information are imporiant components of NHS Information
{fovernance. The Code of Practice reflects the NS Information
Governance principles and key standards in relation to the disclosure
of, or access to, information. The NHS fnformation Governanee toolkit
s avallable at www . nhsto nhs,ul/infogou/igl.  They kev governance
principles are that:- ...

(it} Information should be disclosed or otherwize shared by contractors
o @ “reed to know' basts,

(iv}  Where PCTs need to obtain information from contractors, the
munirnum hecessary informaotion should be determaned and the
disclosure limited accordingly;

fu) Where, excepiionally, there iz a need for PCTs to seek access fo or lo
obtain informalion beyond that generally required for their day to
day business, and where access to patient identifiable information
i3 necessary (see paragraph 30-32), the process of oblaining such
wformation will bo open to awedit and appropriate scrifony - such
‘as by a Strategic Health Authority, NHS auditors, or Caldicoif
Guardians;

{vi)  Where dodo is required that identifies an individual patient, the
patient’s congent may be necessory, depending on the circumstances
and purpose for which the data is required (see paragraphs 30-32)."

Paragraph 22 of the Code states:

“There are circumstances where 1f will not be practical for anonyrised
infarmaotion to be generated tn order 1o satisfy the purpaoses of third
parties... Where any of these apply, care must be {ahen to ensure that
disclostre of tnformation ia lowfuld”,

Paragraph 23 goes on to describe the cirgnmatances i which PCTs may require access.
Thesc include checking financial management, checking payments under the Quality
and Dutcomes Prameworks (QOIN, reviewing conlractors’ performance, internal audit,
fraud investigations and the contractars’ commphance with its contract.

Under these circumstances whore a POT requests information that is anonymised or
aggregated, and patienta have been informed that anonymised data may be disclosed,
have consented to the processing of confidential personal data, or the data is already
available in that format it could be disclosed..

However if identifiable datafinformation js requested (perhape after anonymisced
data is examined), further consideration must be given tu obtaining apecilic consent.

0A0533-1H) hutton



Pleasc guote our reference when communicating with us about this matter

Our ref: /0505393-00)
Your refl
30 July 2005 Page 41 ul 9

Paragraph 16 of the GMC's “Confidentiality” guidance states:

“Bxpress consent is usnally needed before the disclosure of identifiable
information for purposes such as ... epidemiology, financial audit or
administration.... If the patient withholds consent, or consent cannot be
obiained, disclosures may only be made where they are permitted by low or
con B justified in the public interest.”

The GMC give further advice in relation to disclosures in the public interast in
paragraphs 22 to 29 of their guidance.

{t wonld seem prudent that practices take steps to inform all patienta:
*  how their anonymised data will be used;

* fhat sometimes their data will be locked al, and an anonymised version
produced, and

« that they have a right to object to the disclosure.

Paragraph 30 of the Code of Practice malkes it clear that requests from PUTs to obtain
access Lo information thal identifies individual patients should be limited. Tt also makes
it clear that the deeidion to disclose such information will rest with the
contractor (ultimately the contractor’s decision musl ensure that the doctors are able
to {ulfil their ethical obligationa to the GMC). It pocs on to detail a number of instances
where il the Department of Health Considers it would be lawful for practices to disclose
information, These include:

s  Where practices are unable to anonymised data that is needed to aupport
the wide funetioning of the NHS such as the QO¥F annual review process.

¢  Where the PCT is investigating and assuring the quality and provision of
alinical eare.

s Inrelation to the management of the Contract.

»  Where the PCT considers there 1s a serious risk to patient health and
saftety.

« Investigation of suspected fraud, or other criminal aclivity.
The GP Contrastual Regulations do authorise PCTs to access practice records, and the

Code of Practice, reminds contractors that they may be in breach of their contractual
provisions where they fail to disclose information.

O50RTIA-00 hution



Please guote our reference when communicating with us abouf this matter

Ourref: 050539300
Your ref :
30 July 2005 Page 5 of 8

Ultimately 1t 18 the contractor that would be respongible for disctosing information, but
neads to allow the doctors Lo fulfil their obligations to the GMC.

1t seems that it would be in practices’ interesis to rontinely inform patients of how their
information might be used within the practice, and that they may be required to diselose
anonymised or identifiable information to the POT, and the purposes for which this may
hecome necessary,

They would wish to be able to demonstrate that they had taken all reasonable steps to
inform patients how their data would be uscd, and that they could ohject. Whenever
poagible anonymised information should be used.

Prior to disclosing identifiable confidential information it seems that praetices would
wish to be able (0 show that they had:

1. Had sought to inform patients how their information might be used, thai
they had a right to ohject, and had not done so.

2. Soughl to persuade the POT to aceept anonymised dats where this would
serve the purpose,

3. Where identifinble data was to be disclosed that this was the minimum
neceseary for tha purpose.

4. That they had considerad obtaining individual patient consent, and
patients had conzented fo the disclosure of 1dentifiable information, or the
practice could justily disclosing in the abaence of such conscul.

Where the disclosure of identifinble information was requested, and patient conaent was
withheld, or a practice did not feel able to justify disclosing information in the public
interest, then a PCT would be able to consider ohtaining a eourt ruling.

I hope that this is helpful to your members. However, please feel fres to contact me
should you have any outstanding concerns. The MDT would also be pleased to advisc
individual membera,

Additionally, please quoie your reference number 0505393-00 on all correspondence.
Thig will ensure an clficient and prompt reply.

With best wishes,

Yours sincerely

Faa
CT -,
Dr Pa_ﬁi-ﬂﬂlhmuk
Medico-Legal Adviser
Ene:  GMC extract, “Confidentiolify: Protecling and Providing Information”,

paragraphs 1, 16, 22 to 28,

150520800 huktan
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EXTRACT FROM GMC PUBLICATION

Publication title: Confidentiality: Protecting and Providing Information

Patients' right to confidentiality
Principles

1. Patients have a right to expect that information about them will he held in
confidence by their doctors. Confidentiality is central to trust beiween doctora
and paticnts. Without assurances about confidentiality, patiants may be
reluctant to give doctors the information they need in order Lo provide good care.
If wvou ave asked to provide information ahout patients you must:

» inform patients sbout the disclosure, or check that they have already received
information about it;

« anonymisc data where unidentifiable data will serve the purpose;

« be gatisfied that patients know about diselosures necessary Lo provide their
care, or for local clinical audit of Lthat care, that they can ohject to thesc
dizclosures hut have not done 3o;

» seek patients’ express consent to disclosure of inflormation, where identifiable
data is needed for any purpnee other than the provision of care or for clinical
audit — save in the exceptional circumstances deacribed in this booklet;

»  keep dizclosures to the minimum necessary; and

v+ keep up to date with and ohserve the requircments of statute and common
law, including data protection legialation.

S0533-00 hiutlamn
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Disclosures where express consent must be sought

16.

Expreas consent is usually needed before the disclosure of identifiable
information for purposes such as research, epidemiology, finaneial audit or
adminiatration. When seeking expreas consent to disclosure you must make sure
that patients are given enough information on which to base their decision, the
reasons for the disclosure and the likely consequences of the discloaure, You
should alan explain how much information will be disclosed and to whom it will
be given, If the patient withholds consent, or consent. cannot be obtained,
disclosures may be made only where they are requirved by law or can be justified
in the public intereat. Where the purpose is covered by a regulation made under
60 of the Health and Social Care Act 2001, diacloaures may also be made
without patients’ consent. You should make a record of the patient’s decision, sand
whether and why you have discloged information.

The public interest

IMsclosures in the public interest

22,

23,

24

Personal information may be disclosed in the public interest, without the
patient’s consent, and in cxceptional cases where patients have withheld consent,
where the henefits to an individual or tu socicty of Lthe disclosure outweigh the
public and the patient's interest in keeping the information confidential. Tn all
sascs where you consider disclosing information without conaent from the
patient, you must weigh the possible havm (both to the patient, and the vverall
trust between dactora and patients) against the bencefits which are Hkely to arise
from the release of information,

Before considering whether a disclosure of personal information ‘in the public
interest’ would he justified, you must be satisfied that identifiable data are
necessary for the purpose, or that it 15 not practicable to anonymise the data. In
such cases you should still try to seek patients’ consent, unless it is not
practicable to do an, for example hecause:

» the patients are not competent to give consent (see paragraphs 28 and 293; or

+ the records are of such age and/or number that reasonable efforts to trace
patients are unlikely to be auccessful; or

» the patient haa been, or may be violent; or obtaining consent would
undermine the purpose of the disclosure (eg disclosures in relation to erime);
or

v actinn must be taken quickly {for example in the detection or contbrol of
outbreaks of some communicable diseases) and there i1s insutficicnt time to
contact patients,

In cases where there is a serious risk to the patient or others, disclosures may be
jusiified even where patients have been asked to agree to a disclosure, but have
withheld consent (for further advice see paragraph 27).

GHOSH9%-00 hutton
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20.  You should inform patients that a disclosure will be made, wherever it is
practicable to do s0. You must document in the patient’s record any steps you
have taken to seek or obtain consent and your reasons for discloging information
withouf consent,

26. Ultimately, the ‘public interest’ can be detertnined only by the courts; but the
GMOC may also require you to justify your actions if a complaini is made about
the disclosure of identifiable information withaut a patient’s consent. The
potential benetits and harms of disclosures made without congent are alse
considered by the Paticnt Information Advisory Group in considering
applicatione for Regulations under the Health and Social Care Act 2001.
Disclosures of data eoverced by a Regulation are not in breach of the common law
duty of confidentiahty.

Disclosares to protect the patient or others

27, Disclosure of personal information without conasent may be justifisd in the public
interest where faillure to do o may expose the patient or others to risk of death or
serious harm. Where the patient or others are exposed to a rigk so serious that 11
outweighs the patient's privacy interest, you should seck consent to dizcloaure
where practicable, If it is not practicable to seek consent, you should disclose
information promptly to an appropriate person or authority. You should
generally inform the patient before disclosing the information. If you seek
comgent and the patient withhelds it you should consider the reasons for this, if
any are provided by the patient. If you vemain of the view thut disclosure ia
necessary Lo protect a thied party from death or serious harm, you should dizclose
information promptly to an appropriate person or authority. Such situations
arisce, for example, where a disclosure may assist in the prevention, detection or
prosceution of a seriows crime, especially crimes against the person, auch as
abuse of children,

0505303-00 hufton



Please quote our reference when eommunicating with us about this matter

Our ref ;. A505393-00
Your rel:
30 July 2005 Page 90f 9

Children and other patients who may lack competence to give consent

Disclosures in relation to the treatment sought by children or others who lack
capacity 1o give consent

Q

28,

Problems may arige if you consider that a patient lacks capacity to give congent
to treatment or disclosure. If such patients ask you not to disciose information
about thetr condilion or treatment to a third party, you should tey (o persuade
them to allow an appropriate person to be involved in the consultation. I they
refuse and you are convinced that if iz esgential, in their medical interests, you
muy disclose relevant information to an appropriate person or guthority. In auch
cases you should tell the patient before disclosing any information, and where
appropriate, seek and carefully consider the views of an advocate or carer. You
should document in the patient’s record your discussions with the patient and the
reasons for deciding to diaclose information.

Disclosures where a patient may be a victim of neglect or abuse

20,

If wvou belicve a patient tn he a victim of neglect or physical, sexual or etnotional
abuae and that the patient cannot give or withhold consent to diacloaure, you
muat give information promptly to an appropriate responsible peraon or statutory
agency, where vou believe that the disclosure is in Lhe palicnl’s best interests. If,
for any reason. vou helieve that disclosare of information is not in the best
interests of an abused or neglected patient, you should discuss the issues with an
experienced colleague. If vou decide not to disclose information, you must be
prepared to justify your decision,

Wording extracied from GMC Website — 16-07-2005

GMC Website: www.gme-uk.org
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